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LAWPRO 101

lawpro.ca



History

• The “insurance crisis” led to our creation in 1995

• LSUC Insurance Fund had $180M ($400M)in unfunded claims after real estate 
crash

• Insurance Task Force was formed

• It recommended the creation of independent insurance company 

• Convocation adopted that recommendation and the Lawyers’ Professional 
Indemnity Company (LPIC) was born



Mandate given to LPIC by Convocation

• Operate independently with own Board of Directors
• Operate in commercially reasonable manner
• Premiums are to reflect the risk of claims 
• Resolve claims fairly and expeditiously, but not on a no-fault basis

• Financial Services Regulatory Authority (FSRA) regulated insurance company



LAWPRO Today

• Primary E&O program for 33,000 Ontario 
lawyers in private practice 

• Run-off for almost 84,000 other LSO 
licensees

• Excess insurance for firms <50 lawyers

• TitlePLUS supports real estate bar

• PracticePRO helps with claims prevention



LAWPRO benefits the profession

• Guaranteed insurance for all lawyer licensees

• Consistent coverage for all lawyer licensees 

• Making reasonable settlements where a lawyer truly made a mistake and 
defending lawyers where no clear error was made or damages suffered

• Proactive claims prevention efforts and practical resources to help reduce 
claims risks (PracticePRO)

• Proactive help to prevent claims and reduce impact (repairs)

• Automatic, free Run-off coverage of $250,000

• A built-to-purpose Excess insurance program for small and medium sized firms

• Coverage for lawyers doing pro bono work in a wide variety of circumstances

• Financially stable and can therefore be relied upon to pay claims

https://www.practicepro.ca/


Why LAWPRO is better than a commercial insurer

• Higher premiums (commercial insurers want a profit) ​

• Insurance broker commission (+15% premium)​

• Insurers could refuse to insure lawyers with claims history or higher claims risks

• Inconsistent coverage, terms, and conditions ​

• Different policies with separate premiums if you switch firms and for post-

retirement coverage ​

• Less principled approach to handling claims and shaping standards of practice​

• Less proactive assistance on repairs and claims prevention​

• Less coverage for pro bono work ​

• Less reliable as would leave market if not profitable​



The Primary 
Policy

https://www.lawpro.ca/wp-content/uploads/2026/02/A3-Policy-Book-2026-rev-3-Feb-3.pdf


Mandatory "Primary" Policy

• Lawyers, paralegals and partners in Multi-Discipline Partnerships 

• Base premium $3250

• Covers “Professional Services”

• Individual lawyer is insured

• $1 million per claim / $2 million aggregate

▪ Be mindful of Sublimits

• "Claims made" policy



FAQS Regarding Coverage 

LAWPRO's FAQ page covers the frequent questions we get regarding what is 

covered or not under the Policy:

• Mediation and estate trustee services

• Pro bono work 
• Practice in other provinces 
• U.S. or international law
• Being a director of a corporation

Specific circumstances must be considered to determine if there will be coverage

https://www.lawpro.ca/faqs/


Coverage Options

• Innocent Party $250k standard; $500K and $1M buy-up

• Real Estate Practice Coverage Options (REPCO)

• Part-time (<20 hours/week, <750 hours/year and <$100,000 gross billings)

• Restricted area of law (criminal and/or immigration)

• Intellectual Property Business Coverage 

Premiums reflect risks...



Premium Discounts

• Risk Management Credit - Up to $100/year

• New call discount
• 50%, 40%, 30%, 20% first 4 years

• Restricted area of practice discount
• 50% if solely criminal or immigration

• Part-time discount
• 50%

• Designated government agencies (and CSO’s)

• 75%

• Pro bono work 
• No premium required in some situations 



• A greater volume of work means a greater claims risk

• $100 per litigation matter commenced

• Not family law matters

• $65 per real estate transaction

Transaction Levies



Deductible Options

• $5,000 default

• Options for $0, $2,500, $10,000 and $25,000

• Premiums are impacted depending on option selected

• Double deductible for conflicts of interest claims

• Your deductible + $10,000 for certain administrative dismissal claims



My LAWPRO

https://my.lawpro.ca/welcome


Top 6 things you can do at My LAWPRO

1. Renewal: renew your yearly policy

2. Premiums: pay your premiums and update credit card number

3. Update information: address or firm change 

4. Risk Management Credit: complete declaration by Sept. 15

5. Levy filings: civil and real estate

6. Additional coverage: apply for increased Run-off or Innocent Party coverage



Firm Renewals

• Firm application

• Firm contacts 



Reporting a 
Claim

50% will report at least one claim



When to Report – common scenarios

• Email from client that they are unhappy with your legal services 

• Asked to be a witness

• Asked (or court order) to produce a file

Note: Reporting to LAWPRO does not trigger 

o Your deductible or 

o Any claims history levy surcharges



How to Report

www.lawpro.ca

https://www.lawpro.ca/claims/


After you Report

• Reporting does not trigger deductible

• The Claims Professionals at LAWPRO evaluate the circumstances to identify 
the most appropriate response

• Issues are addressed through repairs, settlements, or defenses

• Claims Professionals work closely with defense counsel to oversee the claim

• Litigation is undertaken when no obvious error or damages are present



Repair

• Repairs occur when there is an evident or potential mistake by the lawyer

• Attempt made to rectify issue before claim arises

• Common examples:

• Correct error in a Will

• Motion to restore matter struck from trial list

• Amend an error in a contract

• Take steps to fix potential issues with title



Deductible

• 50% of deductible – applied to investigation and defense expenses 
o when Statement of Defence or any responding documents are submitted

• 50% of deductible – applied to investigation and defense expenses 
o at start of process, during examinations or after pre-trial conference

• Balance of deductible applied to judgments, settlements, and/or repair costs 
when such expenditures become due

• If claim is resolved before a Statement of Defence or other responding 
documents are filed, deductible only applies to indemnity payments or repair 
costs incurred 



Claims surcharge levies 

Alongside the base premium, the following amounts will be applicable over a 
period of 5 years after a claim has been settled:

• 1 claim settled: $2,500 (totals $17,500 over 5 years)

• 2 claims settled: $5,000

• 3 claims settled: $10,000

• 4 claims settled: $15,000

• 5 claims settled: $25,000

• 6 claims settled: $35,000

• Additionally, there will be $10,000 for each claim settled beyond 6

Endorsement No. 4 of the Policy

https://www.lawpro.ca/wp-content/uploads/2026/02/A3-Policy-Book-2026-rev-3-Feb-3.pdf


Claim Trends



Claim statistics

Claims are typically reported 2 - 3 years 
after the service is provided

Most claims activity during 6 - 25 years in 
practice 

Claim type is consistent regardless of size 
of firm

No claims sensitivity for any geographical 
region



Reported and open claims
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Claims by Outcome

In 2025, 89% of claims files that 

came in were closed without any 

indemnity payments, whether 

by settlement or judgment

Closed without 
any payment, 34%

Closed with defence 
costs only

55%

Closed with 
indemnity 
payment

11%



LAWPRO claims by area of law (count 2015-2025)

Litigation
30%

Real Estate
25%

Wills/Estates
13%

Family
9%

Corporate
5%

Criminal
3%

Employment
3%

Construction Liens
2%

IP
1%

Tax
2%

Other
7%



LAWPRO claims by area of law (cost 2015-2025)

Litigation
29%

Real Estate
30%

Wills/Estates
10%

Family
5%

Corporate
9%

Criminal
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Employment
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Construction Liens
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Tax
4%

Other
6%



‘Global’ Descriptions of Loss (2015-2025 by count)

Communication
26%

Inadequate 
Investigation

23%Time Management
18%

Error of Law
14%

Clerical
7%

Conflict of Interest
3%

Fraud
1%

Other
8%



‘Global’ Descriptions of Loss (2015-2025 by cost)

Communication
27%

Inadequate 
Investigation

20%

Time Management
15%

Error of Law
19%

Clerical
4%

Conflict of Interest
6%

Fraud
3%

Other
6%



Do Your Homework

Know the law

• Don’t dabble or 
handle a matter you 
are uncomfortable 
with

Know the facts. 
Don’t rush. Ask:

• What does the client 
really want/need?

• Read between the 
lines

• Is there anything 
unusual?

Do good work

• Be prepared

• Appropriate due 
diligence

• Meet deadlines



Inadequate Discovery or Investigation of Facts

Real Estate: Not looking at restrictions when client says they want a pool in the backyard

Corporate: Not understanding what the shareholder’s intent is

Personal Injury: Failing to ascertain all medical reports

Commercial Lease: Not doing a title search

Wills & Estates: Not asking if the spouse is a married spouse or common law

Family: Pension valuation missing

Not investigating or not documenting!



Poor Communication 

Failure to follow 
client’s 

instructions

Failure to obtain 
consent/inform 

client

Poor 
communication 

with client

Often, he/she/they said…



Failure to know or 
ascertain deadline

Failure to calendar 
properly

Failure to react to 
calendar

Procrastination or lack 
of follow up

Time Management Errors



Substantive Law
• Legislation

• Regulations

Case Law • Recent decisions

Failure to Know or Apply the Law



Misfiled or lost 
documents Basic clerical errors 

Not completing critical 
steps

Lack of training, 
supervision or poor 

delegation 

Clerical/Delegation Errors



File Handling Procedure

Formal Processes Written retainer

Checklists and systems

Interim and  final reporting letters

File retention policy

Conflict check Follow firm procedure

Listen to your instinct: who is your client?

Take action when conflict is identified



How long to I have 
to keep my files?



Confirm information, 
instructions, advice 
and work done in 

writing

Get signed directions 
on major decisions

Make detailed 
contemporaneous 

dockets

Use written offers to 
settle

Be clear when 
retainer is over

Create a Paper Trail

RL1



Client Management

Manage expectations from client intake through end of matter

Don’t assume client understands and explain consequences of decision

Keep client informed

Be clearly about fees, collect a retainer upfront, and bill regularly 

Don’t tolerate inappropriate behaviour

Know when to say goodbye



Precedents

Be cautious of:

• Ambiguous clauses

• Conflicting clauses

• Missing clauses 

D



Get a mentor!

List of mentor programs 

recently updated!

https://www.practicepro.ca/wp-content/uploads/2025/10/Ontario-Mentoring-Programs-2025.pdf
https://www.practicepro.ca/wp-content/uploads/2025/10/Ontario-Mentoring-Programs-2025.pdf


Malpractice Claims Fact Sheets



Current Claim 
Issues



Administrative Dismissal

• The administrative dismissal procedures and timelines were suspended from 

March 16, 2020, to September 13, 2020

• Suspension ended September 13, 2020, BUT courts put a temporary hold on 

issuing administrative dismissals - direction ended on May 13, 2024

• Applies to civil, family, small claims court, and divisional court matters.



Administrative Dismissal: Superior Court Civil Actions

• Cases at risk of administrative dismissal in the near future, and that have not previously been set 
down and struck from the trial list:

• set the action down for trial

• file a consent timetable and draft order at least 30 days prior to the dismissal deadline of 5 

years + 182 days (if applicable) after commencement of the action

• bring a motion for a status hearing (if parties do not consent to a timetable) to extend time 

to set down for trial

• If set down and struck from trial list:

• Bring a motion to restore action to trial list

• file a consent timetable within 30 days of two-year anniversary of when action was struck 

from the trial list

• bring a motion for a status hearing (if parties do not consent to a timetable)



Real Estate – Claims (2015-2025)

Inadequate Investigation
37%

Communications
33%

Error of Law
8%

Clerical
6%

Other
6%

Conflict of Interest
5%

Time Management
3%

Fraud
2%



Inadequate Investigation

• Not Digging Deep Enough!

• Examples:

• Client indicates they want a pool in the backyard, did you look 
at any restrictions and advice the client? 

• Client mentions rented water heater; lawyer does not conduct 
a PPSA search (article on NOSI bans)

• Not ensuring that the parking and locker specified in the APS 
matches the Status Certificate and confirming location using a 
floor map

• Misreading a survey or reference plan
• Not verifying ownership of asset when drafting will (or documenting)

RL1

https://www.practicepro.ca/2025/02/navigating-nosis-and-ppsa-a-practical-approach-for-real-estate-lawyers/


Real Estate – ID Verification

• Virtual ID verification
• Common flags on IDV reports 

• Failure in biometric verification during selfie  
• Recently activated cell phone account, prepaid cell phone account

• IDV report should be considered alongside any other concerns
• Title insurers may request IDV from seller 
• Helpful chart – www.practicepro.ca/idvvendors

• In-person
• Do NOT simply copy & file!
• Does the picture match the client sitting in front of you?
• Pictures on various ID documents the same?
• Is the person in the picture smiling?
• Apparent age in picture vs date of ID document
• Signature in ID document match your client’s signature?

http://www.practicepro.ca/idvvendors


Social Engineering

Social engineering fraudsters frequently target law firms to intercept 

communications and trick lawyers into redirecting funds to scammers. 

These frauds involve impersonating clients, opposing counsel or other 

trusted contacts.



Social Engineering Fraud Sublimit

Losses related to social engineering are covered to a sublimit of $250,000 per 

claim and in the aggregate, but you can extend the “social engineering coverage” 

to the standard $1 million limit per claim and $2 million in the aggregate.

BUT you can increase coverage from $250k to $1M - 4 steps



Social Engineering Toolkit

https://www.practicepro.ca/practice-aids/toolkits/socialengineering/
https://www.youtube.com/watch?v=qYNqRhdsDqA


Fraud and 
Cyber claims 



June 2004



December 2013

https://www.practicepro.ca/wp-content/uploads/2017/09/2013-12-lawpro-magazine12-4-dec2013.pdf


Fraud/cyber claims stats and trends

• 100 per year costing $2.2 million/year

• Individually tens to hundreds of thousands or more dollars
• Largest $5.2 million (wired funds on bad check deposit)
• Sometimes can (partially) recover funds

• All areas of law (everyone has a trust account) 
• Bigger area real estate

• Firms of all sizes 
• More commonly smaller firms given work they do

• Seem to be seeing more ransomware claims

• See limited damages due to lost or stolen data/laptops



Phishing – the most common entry point

Before paying out funds in any matter, verify 

that instructions sent by email are legitimate 

through direct phone or in-person contact 

with the party providing the instructions.

https://www.practicepro.ca/wp-content/uploads/2023/02/Phishing-Fraudwatch-Factsheet-2023-AODA.pdf


• A sense of urgency or threat 
• E.g., your password going to expire

• Any situation that leads to you disclosing login 
credentials, credit card numbers or other personal info

• Inconsistencies in website and email addresses 
• E.g., dan.pinington@lavvpro.ca

• Spelling, grammar or syntax errors 

• Tone or content of message doesn’t seem right 

• Requests to do unusual things 
• E.g., wire funds, buy gift cards, download a file

What are the signs of phishing message?



Red flags

• Sender doesn’t make sense

• Sense of urgency

• Importance is high

• Has Microsoft logo and footer



Red flags

• Sender doesn’t make sense

• Sense of urgency

• Importance is high

• Misshapen LAWPRO logo

• “Positive” action: keep my password



Wire fraud – big dollars here

▪ Canada has 2 payments systems

• ACSS – revocable – funds can be pulled 

back

• Lynx – irrevocable

• RTR – Coming soon

▪ 24/7/365 / $100,000 / 60 seconds / irrevocable

• Problem is how to identify which system 

delivered the funds

How to ensure you have secure funds

https://www.practicepro.ca/wp-content/uploads/2023/06/Wire-Fraudwatch-Factsheet-June-2023-AODA.pdf
https://www.practicepro.ca/2024/03/how-to-ensure-you-have-secure-funds/


Wire Scams

• Must get PCRN to confirm monies are irrevocable

• After sending wire, find it on the receipt

• Share receipt with PCRN to other side

• Call bank when receive funds to get PCRN

How to find the PCRN and ensure you have irrevocable funds

https://www.practicepro.ca/2025/12/bank-wires-how-to-find-the-pcrn-and-ensure-you-have-irrevocable-funds/


Real estate – big dollars here

• Faking to be the home-owner:

o sell the property and take the 
proceeds

omortgage the property and 
take the mortgage proceed

• Verify ID – not a copy and file 
exercise!

https://www.practicepro.ca/wp-content/uploads/2023/02/Real-Estate-Fraudwatch-Factsheet-2023-AODA.pdf


Corporate ID fraud

• Form of identity theft but of the 
corporation

• Fraudster files change of Directors and 
Officers and/or Registered Office

• Shows up with “made up” minute book

• Attempts to refinance or sell property

• Be aware, look for:

oLast filing on Corporate Profile Report

oGet listing of filings for the corporation

https://www.practicepro.ca/wp-content/uploads/2023/02/Corporate-ID-Fraudwatch-Factsheets-2023-AODA.pdf


Bad cheque frauds – tried and true

• You receive “bad” cheque

• Deposit it in your trust account

• Disburse (wire) funds without 
waiting for cheque to clear

• Left with trust account shortfall

Cheque in + wire out = CAUTION

https://www.practicepro.ca/wp-content/uploads/2023/02/Bad-Cheque-Fraudwatch-Factsheets-2023-AODA.pdf


Internal office fraud – the most trusted person

• Theft of trust funds (often) by a 
longest-standing and most 
trusted person in the office

• They know people, passwords, 
processes

• Often a result of a personal issue 
(gambling, addiction, health, etc.)

https://www.practicepro.ca/wp-content/uploads/2023/02/Internal-Office-Fraudwatch-Factsheet-2023-AODA.pdf


“Call before you click”

https://www.practicepro.ca/wp-content/uploads/2024/03/2024-03-wiring-funds-checklist.pdf


Fraud prevention efforts work!

https://www.practicepro.ca/practice-aids/cyber-dangers/


The only 100% Canadian-owned title 
insurer

The only 100% Canadian-owned title insurer

https://titleplus.ca/


Why does LAWPRO have a Title Insurance Company?

• Canadian alternate to US title insurers

• Canadian alternate to US model of closing real estate transactions

• Legal service coverage: Lawyers' errors and omissions is covered under the 

TitlePLUS policy* = keeps premiums low for the Primary Program

• No claim against the lawyer

• Lawyer pays no deductible and there is no claims history levy surcharge

• Insurance payouts are subject to the title insurance policy amount, not the limits of 

the Primary Policy 

*exclusion for properties in Quebec and Existing Owner Policies



TitlePLUS - a competitive option offering

BETTER TECHNOLOGY

• Integrated with the Unity, RealtiWeb and 
Closer platforms

• A modern application process that’s easy 
to use

• No need to enter common title matters
• Complete commercial applications in 

Ontario online

CLEAR WORDING. SEPARATE POLICIES
• Separate owner and lender policies to 

provide ease of use and clarity
• Simplified language so clients understand 

what they are getting
• Modern format and clear layout
• Most policies automatically include legal 

service coverage

UNDERWRITING TO EASE BUSINESS
• Auto-generated underwriting removes the 
guess work
• Searching efficiencies save time
• Simplified policy issuance process
• Insure more than one mortgage or multiple 

properties for the same transaction in one 
application

FOR THE LAWYER
• TitlePLUS Legal Counsel Fee to recognize 
lawyer work
• Easy sign-up and instant quotes
• Expert guidance from lawyers



Anti-Money Laundering Compliance

• As of: October 1, 2025 

• All Title Insurers must: 

• Have an AML/ATF compliance program to detect and prevent money 
laundering and terrorist financing activities

• Meet identity verification and record-keeping requirements

• Submit required reporting to FINTRAC

• Notices were gone out from title insurers and the LSO (TitlePLUS)

https://titleplus.ca/notice-to-subscribers-important-update-regarding-the-titleplus-subscriber-agreement-and-new-aml-compliance/


Excess 
Insurance
Excess 
Insurance



• Launched in 1997 to meet market need

• Sits on top of Primary Program

• Limits up to $19 million per claim/aggregate

• Designed for small to mid-law firms; Firms are named insured

• Currently, 1747 firms approximately 4225 lawyers

• Benefit: You only have to submit one claim to LAWPRO

• Benefit: Automatic yearly renewal

Excess Program 

https://www.lawpro.ca/excess-insurance/


• 1 in approx. 30 claims exceeds $250,000.00

• 1 in approx. 70 claims exceeds $500,000.00

• 1 in approx. 250 lawyers with a claim sees that claim exceed $1M

o leaving them potentially personally liable

Why Excess Coverage Can Help??



Assess Yourself

Take LAWPRO’s checkbox Exposure Test

https://www.lawpro.ca/excess-insurance/excess-insurance-exposure-test/


When you 
leave Private 
Practice



Run-off and Buy-Up Insurance Coverage

• Not engaging in private practice (retired, in-house)

• Automatic lifetime coverage of $250,000
• At no cost!
• Depleting limit (not reinstated)

• Temporary leave of absence

• Up to 2 years & not working (or 5 years family/medical)
• Full coverage

• Optional Run-off Buy-up

• Top-up to $500,000 or $1 million
• 2–5-year terms



Succession Planning

• January 1, 2025, LSO requirement :

1. Develop client contingency plan (LSO Client contingency planning)

2. Appoint plan administrator

[Must be reported on your 2025 LSO annual report – coming up shortly!]

• Plan Administrator steps:

• Notify LSO

• Notify LAWPRO

• Communicate with clients, but do not give legal advice

• Be mindful of taking on files yourself

• Is the matter within your scope of practice?

• Perform a conflict check

• Evaluate if upcoming deadlines are manageable

https://lso.ca/lawyers/about-your-licence/manage-your-licence/client-contingency-planning#3-optional-templates-6


Protect Your Estate

When you pass away, your estate has 
default coverage of $250,000.00 in total

Leave instructions for your estate trustee 
to purchase increased Run-off Buy-up



Wellness and 
Mental Health



Wellness study: Click here to see Phase I and II reports

https://flsc.ca/what-we-do/wellness-of-the-legal-profession/


Why us?

• Almost half of Ontario lawyers work 50 
hours or more/week 

• 60% check their emails on vacation

• 20-40% of lawyers show symptoms of 
digital device addiction

• vicarious trauma and litigation stress 
syndrome

• Pessimistic thinking



Claim Clusters

Overwork and lack of support can 
create a snowball effect, where anxiety 
causes files to be left unattended and 
potential claims pile up



Personal challenges lead to claims, so LAWPRO contributes to 
funding of MAP



Services offered by MAP

1. Lifestyle coaching 

2. Peer-to-peer support

3. Short and longer-term counselling



PracticePRO



“Where claims happen, why claims happen, and the steps 
that can be taken to avoid them”

The PracticePRO program provides risk management, claims prevention and law practice 
management information to Ontario lawyers. Its resources, precedents and checklists are intended 
to help Ontario lawyers take proactive steps to avoid legal malpractice claims and grow successful 
and thriving law practices.

Highlights: 

• Information: LAWPRO Magazine includes thoughtful and practical information about current 
issues and claims trends and is quoted widely

• Practice Aids: our checklists, precedent or template documents, sample retainers, toolkits are 
referenced throughout Ontario and beyond

• Education: Our virtual and live CPDs provide trusted and informed learning opportunities free of 
charge

• Value: LAWPRO’s Risk Management Credit offers premium credit and serves to encourage 
lawyers to attend CPD programs that include content on risk management and claims prevention.

https://www.practicepro.ca/lawpromag/
https://www.practicepro.ca/practice-aids/checklists/
https://www.practicepro.ca/practice-aids/precedents/
https://www.practicepro.ca/practice-aids/precedents/retainers/
https://www.practicepro.ca/practice-aids/toolkits/
https://www.practicepro.ca/cpd/
http://www.lawpro.ca/CLECredit/default.asp


Newest Resources

• Updated list of Ontario mentoring 
programs for lawyers

• Updated list of Technology Products 
for Lawyers and Law Firms

• An Undertakings Checklist

• When a Law Firm Gets Hacked: A 
Case Study in Cybersecurity Risks 
and Recovery

https://www.practicepro.ca/wp-content/uploads/2025/10/Ontario-Mentoring-Programs-2025.pdf
https://www.practicepro.ca/wp-content/uploads/2025/10/Ontario-Mentoring-Programs-2025.pdf
https://www.practicepro.ca/wp-content/uploads/2025/10/Ontario-Mentoring-Programs-2025.pdf
https://www.practicepro.ca/technology/technology-products-for-lawyers-and-law-firms/
https://www.practicepro.ca/technology/technology-products-for-lawyers-and-law-firms/
https://www.practicepro.ca/technology/technology-products-for-lawyers-and-law-firms/
https://www.practicepro.ca/practice-aids/checklists/undertakings-a-checklist/
https://www.practicepro.ca/practice-aids/checklists/undertakings-a-checklist/
https://www.practicepro.ca/2025/03/when-a-law-firm-gets-hacked-a-case-study-in-cybersecurity-risks-and-recovery/
https://www.practicepro.ca/2025/03/when-a-law-firm-gets-hacked-a-case-study-in-cybersecurity-risks-and-recovery/
https://www.practicepro.ca/2025/03/when-a-law-firm-gets-hacked-a-case-study-in-cybersecurity-risks-and-recovery/
https://www.practicepro.ca/2025/03/when-a-law-firm-gets-hacked-a-case-study-in-cybersecurity-risks-and-recovery/


PracticePRO

Magazines

Webzines

Alerts

Managing Booklets

Practice Tip Sheets

Checklists

Precedents

Toolkits

Technology Guidance

CPDs



AvoidAClaim



LAWPRO

@lawpro.ca

Contact Information/Stay in Touch 

PracticePro@lawpro.ca

https://ca.linkedin.com/company/lawpro
https://www.instagram.com/lawpro.ca/
https://www.instagram.com/lawpro.ca/
https://www.instagram.com/lawpro.ca/


LAWPRO vs. LSO Resources

• LAWPRO: Claims related 

• LSO: professional conduct (e.g., questions 
about Rules, LSO complaint)

LSO resources:

• Practice Supports and Resources

• Practice Management Helpline

• Coach and Advisor Program



AI in the legal 
world





November 30, 2022

5 days to one million users

2 months to 100 million users







Legaltech Hub
855 GenAI products /682 vendors /19 categories (December 31, 2025)

https://www.legaltechnologyhub.com/contents/lth-genai-legal-tech-map-december-2025/


• Many different technologies in computers or machines

• AI has ability to mimic cognitive functions associated with 

human intelligence

• Respond to spoken or written language 

• Create documents, pictures and music

• Analyze data 

• Make recommendations 

• See things in a picture, draw a picture

What is Artificial Intelligence (AI)?



• ChatGPT

• GPT = Generative Pre-trained Transformer

• Example of a foundational Large Language Model or LLM

• Chat = a simple interface 

• Allows humans to ask questions and receive answers in a 

conversational way from an LLM

What is ChatGPT? 



• Prompt can be a question, a set of instructions, a document 

and/or a picture

• You are asking for task to be completed

• It is not a Google search for a specific fact

• In response to a prompt, AI tools will provide a detailed 

answer that reads like it was written by a human

Prompting = asking for task to be done



• LLM’s spot patterns in how words, phrases, sentences and even 

paragraphs relate to each other, and 

• They then make statistical predictions about what words should appear 

together

• LLMs train on hundreds of billions of words from internet and 

other sources 

• 100 billion = 100,000,000,000

• Such “Large” data sets allow LLMs to give answers that have real 

facts and sound totally plausible

How it works



• ChatGPT doesn’t actually understand its answer in the way a 

human does

• Nor did it create a response from a database of prepared or 

verified answers for that particular prompt

• “Language” part of LLM reflects that it used word patterns 

to generate a response

But don’t be fooled!!!



“A correct answer to a prompt about a particular point of law 

or case is an achievement in statistics, not one of legal 

reasoning or diligent fact checking”

Colin LaChance



• ChatGPT has randomness built in

• Will never give same answer twice

• Makes for more interesting reading, but could lead to malpractice

• E.g., court filing with made up case law cite

• Called a “hallucination” 

• How does this happen?

• An answer could refer to a real court case coming from data it ingested, or

• LLM output that mimics a case law cite or court decision 

• Training LLMs with more specialized data improves accuracy

• Link LLMs to your data with agents  

Why AI tools can give wrong answers



• Many LLM’s analyze prompts to “learn” and improve their statistical 

predictions

• i.e., could use info from a prompt in future answer

• Must consider this before entering sensitive info

• Some tools let you opt out prompt tracking, or operate within a closed 

environment

• Is real but solvable risk

• Play it safe: Don’t use for work purposes unless you lock it down! 

• Use paid version!!

How AI tools lead to privacy breaches



Some sample prompts…



Led Zeppelin's "Stairway to Heaven" is an enigmatic ballad about life's journey. 

It begins softly, reflecting innocence, and builds to a powerful rock section, 

symbolizing growth and challenges. The lyrics hint at temptation and a search 

for meaning, leaving the listener contemplating their own path.

ChatGPT: Summarize the Led Zeppelin song Stairway to 
Heaven in 50 words



Led Zeppelin's "Stairway to Heaven" is like a long walk through life. It starts 

calm and gentle, like holding your parent's hand. Then, it gets faster and 

stronger, like running up a big hill. The song talks about choices, like picking 

the right path and maybe even making mistakes. In the end, it's up to you to 

decide where your own "stairway" goes.

ChatGPT: Summarize the Led Zeppelin song Stairway to Heaven in 50 
words a Grade 3 student could understand



• What did the LAWPRO policy cover in 2007?

• Got it right, but told me to check with insurance broker

• Who will win the 2025 Federal election?

• Didn’t have data on who was running

• Give me 50 random notes from the G flat major scale up or 

down two and a half semitones 

Some sample prompts



“Sure, here are 50 random notes from the G flat major scale 
shifted up or down two and a half semitones”

F

E

D

B

A

G

E flat

D flat

C

B flat

A flat

G flat

E flat

D flat

B

A
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E
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B flat

A flat

G flat

E flat

D flat

B

A

G
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E flat

D flat

B

A



Write me the Visual Basic code to display 50 random notes from 

the G flat major scale shifted up or down two and a half 

semitones in a PowerPoint deck at 100 beats per minute

AI is great at writing computer code



Sub GenerateRandomNotes()
Dim slideIndex As Integer
Dim noteIndex As Integer
Dim notes(1 To 7) As String
Dim i As Integer
Dim randomShift As Integer
Dim baseNote As String
Dim slide As slide
Dim noteText As String

' Define the G flat major scale notes
notes(1) = "Gb"
notes(2) = "Ab"
notes(3) = "Bb"
notes(4) = "Cb"
notes(5) = "Db"
notes(6) = "Eb"
notes(7) = "F"

' Create 50 slides
For slideIndex = 1 To 50

Set slide = ActivePresentation.Slides.Add(slideIndex, ppLayoutText)
slide.Shapes(1).TextFrame.TextRange.Text = "Note " & slideIndex

' Generate random note
noteIndex = Int((7 * Rnd) + 1)
baseNote = notes(noteIndex)

' Apply a random shift: -2 or +2 semitones
randomShift = Int((2 - (-2) + 1) * Rnd) + (-2)
noteText = ShiftNote baseNote, randomShift

' Add note to the slide
slide.Shapes(2).TextFrame.TextRange.Text = "Note: " & noteText

' Set the slide transition duration (100 beats per minute)
slide.SlideShowTransition.Duration = 60 / 100 ' Duration in seconds for 1 beat at 100 

BPM
Next slideIndex

MsgBox "50 random notes have been generated in the presentation.", vbInformation
End Sub

Function ShiftNote(baseNote As String, shiftSemitones As Integer) As String
Dim notes As Object
Set notes = CreateObject("Scripting.Dictionary")

' Define the notes and their positions in semitones
notes.Add "C", 0
notes.Add "C#", 1
notes.Add "D", 2
notes.Add "D#", 3
notes.Add "E", 4
notes.Add "F", 5
notes.Add "F#", 6
notes.Add "G", 7
notes.Add "G#", 8
notes.Add "A", 9
notes.Add "A#", 10
notes.Add "B", 11

' Find the base note's position
Dim basePosition As Integer
basePosition = notes(baseNote)

' Calculate the new note's position
Dim newPosition As Integer
newPosition = (basePosition + shiftSemitones) Mod 12

' Handle negative mod
If newPosition < 0 Then

newPosition = newPosition + 12
End If

' Convert back to note
Dim newNote As String
For Each note In notes.Keys

If notes(note) = newPosition Then
newNote = note
Exit For

End If
Next note

ShiftNote = newNote

End Function



It even gave me instructions on how to insert the code 
into PowerPoint 

Here’s a step-by-step guide with the VBA code for this task:
1. Open PowerPoint and press Alt + F11 to open the VBA editor.
2. Insert a New Module by going to Insert > Module.
3. Paste the Following VBA Code into the module.
4. Run the Code by pressing F5 or by going back to PowerPoint and running the macro.

Explanation:
• GenerateRandomNotes Subroutine: This creates 50 slides, each with a random note 

from the G-flat major scale and applies a random shift of ±2 semitones. Each slide's 
duration is set to match 100 beats per minute.

• ShiftNote Function: This function shifts a given note by a specified number of semitones 
and returns the resulting note. It uses a dictionary to map notes to their positions in the 
chromatic scale.You can adjust the ShiftNote function if you want a more sophisticated 
way to handle note names or avoid non-standard notes.



A prompt for Claude:





Some sample law firm prompts…



Draft me a lease…

… for a condo

… that is standard freehold

… in Toronto

… with the following rent and terms x y z

… and puts the tenant in a stronger position than the landlord

… and is in plain language

… and considers the following governing documents for 187 Main Street 
Condo Corporation

Getting what you really want with a more detailed prompt

• Lawyer can do these steps

• Precedent software can do 

(most of) this better and faster

• Where can AI help?

• Dabbler danger!!!



1. Summarize a document

2. Create a chronology from these documents

3. Draft a document 

4. Critique a document I drafted 

5. Help me prepare responses to my opponent’s document

6. Automate tasks

Common legal tasks AI can do



1. Based on these facts …., prepare a case brief formatted for the Ontario Court of Appeal 

(for the University Avenue, Toronto courthouse), with me as counsel of record, supporting 

the submission that the Rule Against Perpetuities should not apply to my client. Look 

primarily to Ontario legislation and case law, but also considers legislation and case law 

from other Canadian Jurisdictions, the Canadian Supreme Court and the Commonwealth. 

2. Please review the contents of my factum ... and tell me the strongest arguments in 

Ontario legislation and case law my opponent will raise against my submissions, 

considering in particular past decisions of Justice Justin Trudeau, but also legislation and 

case law from other Canadian Jurisdictions.

3. This is my opponent’s factum …  Based on Alberta legislation and case law, what are the 

top 3 arguments that laches should not apply in the circumstances of this case, and four 

court decisions that privilege was waived when the contract was shared with the sub-

contractor.

Common legal work task prompt examples



ChatGPT:

Create a PowerPoint on deferred indefeasibility in Ontario



Deferred Indefeasibility in Ontario

• Understanding Land Title Registration under the Land Titles Act

• Your Name

• Date



Introduction

• What is land title registration?

• Why does indefeasibility matter?

• Relevance to Ontario real estate law



Definitions

• Indefeasibility of Title: A registered owner’s title cannot be 
challenged, except in limited circumstances.

• Deferred Indefeasibility: Protection applies only to a subsequent bona 
fide purchaser, not the immediate one.



Land Titles Act (Ontario)

• Ontario operates under the Land Titles system.

• Codifies principles of indefeasibility.

• Section 78: Registration confers title subject to certain exceptions.



Immediate vs. Deferred Indefeasibility

• Immediate Indefeasibility: Title secure upon registration (e.g., B.C.)

• Deferred Indefeasibility: Title secure upon subsequent registration 
(e.g., Ontario)

• Higher risk for first purchaser in fraudulent transactions



Key Case – Law Society of Upper Canada v. Registrar of 
Titles (2007 ONCA 474)

• Facts: Mortgage fraud and subsequent registration

• Court confirmed deferred indefeasibility as Ontario's standard

• Protection applies to subsequent innocent purchaser, not fraudulent 
first buyer



Why Deferred Indefeasibility?

• Balances fraud prevention with transactional certainty

• Encourages due diligence by first purchasers

• Limits unjust enrichment from fraudulent dealings



Criticisms & Challenges

• May create unfairness for good faith first purchasers

• Fraud victims may not be fully protected

• Calls for reform or stronger fraud prevention



Comparison with Other Jurisdictions

• B.C. – Immediate indefeasibility

• Australia – Generally immediate indefeasibility

• Ontario – Deferred indefeasibility (hybrid approach)



Summary

• Ontario follows deferred indefeasibility

• Protects subsequent good-faith purchasers

• Based in case law and statutory interpretation

• Important for legal professionals in real estate



Questions?

• Invite questions from the audience

• Provide your contact info (optional)



AI Types

Generative AI

• Provide information

• Respond to prompts

• Use LLMs

• Output oriented

AI Agents

• Perform tasks

• Follow instructions

• Use designated tools

• Goal oriented

Agentic AI

• Exhibit agency

• Make choices 

• Determine own methods

• Goal driven

• Standalone or “in the water”

• Off the shelf agents and DIY agents 



Where to start

• In the water
• Copilot
• Clio and LEAP have built-in AI

• LLMs
• ChatGPT
• Claude
• Gemini

• Agents
• Auto-GPT
• Zapier

• iOS and Android apps
• Review LegaltechHub list



Copilot pilot uses at LAWPRO
• Summarizing the claim notice report and pleadings when reviewing a new incident

• Providing a timeline and list of relevant parties when reviewing a new file or statement of claim

• For multiple defendants, quickly summarizing the allegations and relief sought against one party 

• Providing specific references to paragraphs where pleadings, motion materials, or a decision refer to our insured 

• Reviewing / proofreading emails and letters

• Searching our internal claims policies or documents for a specific issue or information

• Summarizing unread emails after an absence, and ranking them by urgency

• Prepare for meetings (especially the daily morning meeting) by summarizing previous discussions and generating 
detailed follow-ups and action items.

• Generate meeting transcripts, create meeting summaries and action items

• Finding document shared or  topic discussed at past meeting

• Quickly locate specific emails and documents by including sender, subjects, or keywords

• Summarizes lengthy email threads and highlights any outstanding action items that require my attention. 

• Draft and document new or updated workflow processes for our team.

• Compose emails efficiently, whether for updates, follow-ups, or formal communications.

• Search topics or keywords within my OneNote notebooks, which helps me retrieve relevant notes without manually 
scanning through pages.

• Analyzing data in Excel



Tips for diving into AI

• Don’t be afraid to play

• Try them out

• Use paid version

• Check configurations

• Work on your prompt skills

• Be conversational

• Review and verify answers!

• An Opinionated Guide to Using AI Right Now –
Ethan Mollick (October 18, 2025 at 
oneusefulthing.org)

https://www.oneusefulthing.org/p/an-opinionated-guide-to-using-ai
https://www.oneusefulthing.org/p/an-opinionated-guide-to-using-ai
https://www.oneusefulthing.org/p/an-opinionated-guide-to-using-ai
https://www.oneusefulthing.org/p/an-opinionated-guide-to-using-ai


Great near and longer term perspectives

https://www.youtube.com/watch?v=Amad6yV-yR0&t=1s


And for a broader perspective on 
the future of legal services



“We always overestimate the change that 
will occur in the next two years and 
underestimate the change that will occur in 
the next ten. Don't let yourself be lulled 
into inaction.”

Bill Gates



Closing 
Remarks



Risk Management Credit for Today

• Go to your My LAWPRO

• Go to Risk Management Credit

• Using the drop-down menu under Program Name

Select: LAWPRO Roadshow (first credit) – press submit

Then select: LAWPRO Roadshow (second credit) – press submit
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