and you are out thousands of $$F

Could it happen to you? If you have a trust
account, then you’re at risk.

We are seeing a sharp increase in social engineering fraud against
law firms and their clients, where the goal is to divert funds to
fraudsters’ accounts. When money gets diverted, the lawyer and/
or the client is out of funds. For the lawyer and staff involved, an
errant funds transfer is one of the most stressful situations to be in.

Picture this situation: Your firm acts for a couple selling their
home and buying a new one. They need to discharge the mortgage
on their first house to complete the same. You log into your ac-
count and see an email from the current mortgage company with
payment instructions, including the wire transfer account number.

Several days later, the mortgage company sends you a further
email, asking that you send the funds to a different wire account.
The email appears to be from your regular contact at the company.
The mortgage company apologizes for the earlier email and advises
that the funds transfer direction was sent in error. The email pro-
vides new wire transfer instructions.

What do you do? Do you wire the payment to the first account, the
second account or not at all? Unfortunately, sometimes, we have
seen lawyers send the funds without taking further steps to inde-
pendently verify the instructions. Hundreds of thousands of dollars
have gone missing; sometimes several million dollars diverted.

Preventing loss from social engineering fraud

Claims related to or arising out of social engineering are covered
to a sublimit of $250,000. However, lawyers can extend this “social
engineering coverage” to the standard $1 million limit by taking
the following steps:

13 LAWPRO Magazine Volume 23 Issue 1

What should | do to avoid social engineering
claims and prevent the associated sublimit?

1. Include written instructions in a retainer or other agreement
for the receipt, release, and transfer of any funds or assets.

2. Advise in the written retainer or other agreement that the cli-
ent or another party to which you owe a duty of care should
not ordinarily expect to receive any revised instructions from
you or your firm for the transfer of funds or assets.

3. Adpvise in the written retainer or agreement that, should
the client or another party to which you owe a duty of care
receive revised instructions for the transfer of funds or assets,
they should immediately contact you by way of a telephone
number specified in the written retainer or other agreement.

4. Ifyou or your staff receive any changes to the contact infor-
mation of a client or other party to which you owe a duty of
care, or any changes to established instructions for the trans-
fer of funds or assets, you confirm those changes by either
calling the client or other party to which you owe a duty of
care using contact information previously confirmed to be
that of the client or other party, or by meeting with the client
or other party.

5. Maintain in writing any updated contact information for a
client or other party to which you owe a duty of care, and any
updated instructions for the transfer of funds or assets.

For a full description of your obligations under the policy, please
see Exclusion (k) of Part III, which applies to losses arising out
of or connected to Social Engineering. Nothing in this summary
should be taken as limiting or altering that exclusion.

To learn more about social engineering fraud and steps to take to
protect yourself and your client see: Social Engineering Toolkit
www.practicepro.ca/socialengineering m

On the next page, you will find example retainer language.
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Social Engineering Fraud
EXAMPLE RETAINER LANGUAGE

Fraud Prevention

To prevent fraud and ensure the safe and accurate receipt, release, and transfer of any funds or assets,
the following steps will always be taken to safeguard such assets:

1. We will only accept funds [or assets] from you [or additional party] by way of:
Electronic funds transfer to our trust account numbered
Wire transfer to our trust account numbered
Certified cheque delivered to us at
Additional method of funds or asset transfer

2. We will only transfer funds [or assets] to you [or additional party] by way of:
Electronic funds transfer to your account numbered
Wire transfer to your account numbered
Certified cheque delivered to you at
Additional method of funds or asset transfer

3. We will only release funds or assets to a third party upon receiving verbal confirmation of the
transfer from you and any other party necessary to confirm the veracity of the transfer details.

4. You [or another party] should not expect to receive any revised instructions for the transfer of funds
or assets from us. If you [or another party] receive any written communication advising of such a
change that appears to come from us, immediately contact us at [insert telephone number] to
verbally confirm these changes.

5. If we receive any changes to your [or another party’s] contact information, or any changes to the
instructions for the transfer of funds or assets as set out above, we will not act on these changes
until we have verbally confirmed the new instructions in-person or by calling you [or another party]
at the following phone number: [insert phone number]

Find this form and other social engineering fraud prevention
information at practicepro.ca/socialengineering
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