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Funds Transfer Instructions Verification Checklist 

Date: Verifier Name: 

File Number: File Name: 

☐ 1.  Attach a copy of the funds transfer instructions to this page.

☐ 2. Check that the name of the sender of the instructions matches the name of the person you were
expecting to send instructions in your file. If not, involve a lawyer and have the lawyer complete the 
verification process. 

☐ 3.  Verification method DO NOT use the phone number in the instructions.
Always use a trusted number such as the one from the file opening sheet or from a reliable directory. 
*On file opening, obtain a password from the client and record it in the physical file

☐ Phone call
Phone # called

OR ☐ In person

Name on ID: 

☐ 4. Verify sender identity and payment details:
Person contacted (name and date): 
Does the sender confirm they sent the funds transfer instructions? 

☐ YES – continue on OR ☐ NO – immediately involve a partner and proceed to Step 6

☐ Verify the payee and bank account details:
Payee: Bank: 

 Institution number ☐Transit number ☐Account number

☐ Are the bank account details correct? If yes, continue on. If not, immediately proceed to Step 6.

☐ Are there any red flags? Any typos in the instructions or email address? Any issues or concerns that
came up? If something is amiss, trust your instincts. Make a note and raise it with a partner.

☐ 5. If the sender and payment instructions are correct, continue with normal processes and request cheque or
wire. 

☐ 6. If any part of the verification fails, STOP. Immediately involve a partner at your firm.

☐ 7. If payment instructions change, STOP. Involve a partner at your firm and complete the verification
process again. 

☐ 7. If funds were mistakenly sent before the process was completed:
a) IMMEDIATELY contact the bank and request a freeze and reversal.
b) IMMEDIATELY report the matter to LAWPRO: www.lawpro.ca/claims.
c) Consider reporting to any crime or cyber insurer you may have.
d) Review our article You transferred funds to the wrong account – what now? For further guidance.

This template is based on a document created by the Law Society of British Columbia’s Lawyers Indemnity Fund (LIF) 
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Update about fund transfers 
 
 Raymond G. Leclair, Vice President, Public Affairs 

 
There has been much written about how lawyers receive and deliver money from their trust accounts on 
behalf of their clients as part of a transaction.  The issue comes down to ensuring good funds are being 
dealt with in order that value is exchanged.  In Canada, our banking system works on the basis of trust, 
providing you with a provisional credit.  Financial institutions (FIs) trust that the money destined for an 
account is good and thereby provide an immediate credit to the recipient for the designated amount, 
subject to the funds being settled or the credit reversed.  Lawyers should be leery of exposing 
themselves to a situation where money they are dealing with is removed from their account by the FIs. 

Existing Payment Channels 

Payments Canada, which sets the rules for all fund transfers in Canada has, until recently, had two 
channels for the transfer of money – Automated Clearing Settlement System (ACSS) or the Large Value 
Transfer System (LVTS).  Under the rules, only LVTS funds were irrevocable, so that once deposited into 
a lawyer’s trust account, they could not be reversed.  The problem is, our existing channels have very 
limited data transfer ability so, although we see a dollar in our account online, we do not know if it was 
funded via ACSS or LVTS. 

Modernization of Payment Channels  

Payments Canada has undertaken a modernization of its banking channels for three channels to better 
respond to modern transfer needs.  In August 2021 it launched LVTS’s replacement, Lynx.  You noticed 
no difference in banking process due to the extensive planning undertaken.  Lynx now has updated 
coding to allow more features to be added.  One of the significant features will be the addition, this fall, 
of the ISO 20022 international data rich capability.  Systems will be able to exchange much information 
and automatically update accounting systems without the need for manual entry for the transfer or 
receipt of funds.  It is hoped that users will be able identify the channel used to confirm that the funds 
are irrevocable.  The good news is that all three new channels will be dealing with irrevocable funds, but 
until all three are launched, we will continue to have various sources that may or may not be good 
irrevocable funds. 

The second channel to be launched will be Real Time Rail (RTR), which is promoted to be for small 
dollars transactions, possibly up to $50,000 initially and more later as FIs know more about possible 
fraud and other risks.  In the USA and UK, where they have had these systems for some time, they are 
presently transacting much greater amounts.  The third channel will replace ACSS with Retail Batch 
Payments.  This, as presently, will process all online utility payments, cheques, payroll payments, debit 
and other similar transactions.  The RTR is expected in June 2023 and the third some time after. 

Lender-Lawyer Working Group  

Lawyers should consider recent important developments that could improve their practices. 
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The Canadian Bar Association Real Property Section has been in discussions with the Canadian Bankers 
Association and its members to address issues of concern to both lawyers and lenders.  The discussions 
have led to the creation of four important documents that can be found on the CBA Mortgage 
Instructions Toolkit (MIT) webpage. 

1.  Information Required from Lawyers for Wire Transfer of Mortgage Payout/Discharge, 
indicates which FIs (six at present) will accept a wire payment to discharge their mortgage and 
the details of where to send the payments and any relevant information required. 

2.  Portal Providers for Mortgage Instructions and Discharge Statements at Lenders, provides 
lawyers with information on where and how to order a discharge of mortgage statement to 
receive it in a timely fashion for the closing (12 FIs presently). 

3. Phone Numbers and Web Page Addresses for Mortgage Prepayment Information for 
Borrowers, has information for clients who wish to exercise a prepayment prior to discharging 
their mortgage to benefit from a reduced penalty on the payout of their mortgage.  It is 
important to note that this cannot be done in conjunction with the payout of the mortgage. (9 
FIs presently) 

4. Best Practices Guide for Wires is a document for lawyers to ensure the most efficient and timely 
processing of wires from their account and into the FIs or others account.  FIs are promoting the 
use of wires and reducing or eliminating the use of certified cheques and bank drafts, but 
lawyers and clients are frustrated by the time delays in funds being credited to the recipient’s 
account.  These best practices seek to ensure the smooth and timely processing of wire 
instructions by the sending and receiving FI. 

How to Identify Good Funds - The PRCN 

How does one identify good irrevocable funds in your account for funds wired to you?  Upon settlement 
of a Lynx Payment Obligation, Lynx will generate a unique confirmation number for that payment, the 
Payment Confirmation Reference Number (PCRN) and make it available to the Sending and Receiving 
Participants via the Lynx Web Client.  Any Lynx Payment Obligation that Settles and has a PCRN assigned 
is final and irrevocable in Lynx. 

The PCRN is available to the sender of the wire from their desktop after the wire has been sent.  The 
sender has access to the FI’s wire report and can send it to the other side to prove a wire has been sent.  
The PCRN is composed of 4-letters and 9-numbers, starting with “LVTS” followed by 9-digits.  Any 
recipient of wired funds should be asking the sender to provide them with their sending receipt showing 
the PCRN.  Lawyers receiving a wire should insist that their FI provide them with the PCRN they received 
with the wired funds.  Matching the PCRN will confirm that the funds were transferred via Lynx, a secure 
channel which delivers irrevocable funds.  A receiving FI participant must provide a payee with the PCRN 
if the receiving participant has the number, and it is requested by the payee1.  Lawyers should ask their 
FI to add the PCRN to the transaction so that it is visible from an online view of their trust account.   

 

 
1 Section 39, Canadian Payments Association By-law No. 9 – Lynx SOR/2021-182. 
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Caution – Fraud  

One caution with wires is where they are destined to be deposited.  A major source of fraud is seen all 
across the world by way of email fund redirection scams.  This consists of fraudsters infiltrating email 
accounts, anyone’s account in the email thread for that transaction, and monitoring for a payment 
event.  The fraudsters then direct or redirect the payment of the funds from the legitimate account to 
their own.  This might be in the body of an email or in an attachment, such as a direction to pay or a 
discharge statement from an FI.  Fraudsters are very talented at reproducing very credible looking 
documents with their banking details instead of the ones you intended to benefit.  To avoid being a 
victim of these email diversion scams, call to verify the account information before you click to send 
the wire, even for existing clients for which you transferred funds before.  Also, warn your clients to be 
on guard and to call you before they send any wire after receiving an email or other request.  LAWPRO 
has an article on how to avoid being a victim and what to do if you realize the money was sent to the 
wrong account.  In addition, we have a CPD program for you and your staff to watch and get CPD credits.  
Be vigilant and educate everyone in the office. CALL BEFORE YOU CLICK! 
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You transferred funds to the 

wrong account 
Fraudsters try to trick lawyers into wiring funds to an account 
that the fraudster controls. Sometimes, they succeed, and the 
funds get into the hands of criminals. What do you do then?

what now?
Below are some examples that have been reported to us: 

1. A lawyer’s office received a last-minute redirection of 
monies payable on the sale of a property, which was a 
spoofed email from fraudsters.

 Without verifying the legitimacy of the redirection (other 
than by email with the fraudsters through the firm’s law clerk), 
the funds were wired to the account of the fraudsters. 

 It was later determined that the email account of the law 
clerk had been compromised (likely by guessing an easy 
password or the clerk responded to a phishing email.) It 
was by hacking into the law clerk’s email account that the 
fraudsters learned about the transaction and were able to 

read and send genuine emails in furtherance of the fraud. 
The rules of the email account were re-written so that these 
emails were sent to folders other than the Inbox and Sent 
folders so the clerk wouldn’t catch on. 

2. A lawyer acted for the seller on a non- real estate transac-
tion. The purchaser’s lawyer attempted to cc them in an 
email, but sent the correspondence to an address that was 
one letter off from the real email address. In response, the 
purchaser’s lawyer received instructions from this fraudulent 
email address with new trust account information and 
payment instructions. 

 The purchaser’s lawyer thought this was suspicious, and 
called the seller’s lawyer, who was able to confirm that the 
instructions were fraudulent. Independent verification 
saved the day.

 It is unclear how the email hack occurred in the first place. 

COULD IT HAPPEN TO YOU?

Three simple things you can do

1) Call before you click

If you receive instructions from a client, colleague, or other lawyer that involves a change 
in wire transfer account numbers or relates to a transfer of funds, always pick up the 
phone and call the individual to verbally confirm those instructions.

2) Train your lawyers and staff

Make sure all the lawyers and support staff in your firm are aware of the likelihood of 
spear-phishing attacks and the need to verbally confirm any changes to wire-transfer  
instructions received by email.

3) Warn your clients

Alert your clients of the dangers associated with wire fraud and advise them to verbally 
confirm with your firm any bank account details received by email.

HELP

lawpro.ca LAWPRO Magazine    |    Volume 20 Issue 1 23
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What should you do if this happens to you?

Review your other  
insurance policies

Consider filing a claim under 
other policies you may have 

intended to respond to this type of risk, 
including but not limited to professional 
liability excess coverage, cyber insurance,  
commercial general liability, crime, computer  
fraud, and fidelity insurance. It is important  
that you obtain complete copies of all your  
insurance policies, including the declarations,  
policy wordings, and endorsements, for  
purposes of analyzing the potential coverages  
available to you. Your insurance broker may  
be of great assistance to you in this regard.

Seek IT help

Obtain the assistance of an IT 
specialist if it appears that your  
systems were hacked. Even if you  

received a spoofed email from a fraudster, the  
fraudster may have hacked into your systems  
to determine when to make the request for the  
wire transfer and which client representative  
to impersonate. 

Be prepared to act quickly and work closely  
with your insurer(s) and other profession-
als retained. Cooperation between the 
parties is vitally important in these types 
of situations. n

Tips to avoid being a victim:

Review our article Wire Fraud Scams on the Rise: 5 Tips to Reduce 
Your Risk

Verify instructions independently: Anytime you receive instructions to wire 
money to a bank account and especially if the instructions are changing 
previous instructions, contact the payee directly by an independent method 
(not replying to the email sending the instructions) to verify the instructions 
received and the accuracy of the bank routing information.

Confirm instructions before a transfer: Advise your clients, or anyone you 
expect funds from, of the potential for a diversion attempt and to confirm 
the instructions before initiating the wire transfer.

Double check email addresses to see if they are fake: Fraudsters will 
spoof an email address by creating a very similar looking address by adding 
an extra letter/number or changing a character(s). Having hacked into one 
account, they may spoof other email addresses that were in the email thread 
to increase your confidence that it is a proper message. It is important to 
carefully look at all the email addresses in the message. And remember, if 
the client’s email account is compromised, it could be the fraudster sending 
you emails that look like they are coming from your client.

Regular training: Train staff in what to look out for and have regular discus-
sions and to reinforce the cyber security message. Someone from the office 
may see information or indications of fraud that others may not. 

Stay up to date: For general cyber prevention tips, review our Cybersecurity  
and Fraud Prevention Tips, and subscribe to AvoidAClaim.com for fraud alerts.

What to do immediately

Contact the bank 

The person who initiated the 
wiring of funds should imme-
diately report the diversion to 

the bank from where the wire was initiated, 
requesting that they stop the wire. This is 
not always possible as wires are usually  
instantaneously dispatched and irrevocable,  
however, they may get caught in the finan-
cial institution’s suspicious transaction 
filters and be pending. 

Also, request that they contact the bank they  
sent the wire to and so on until the trail 
disappears or the money is found and frozen. 

Report to LAWPRO 

 File a claim (lawpro.ca/claim) 
with LAWPRO as soon as  
possible. Provide all the relevant 
documents in your possession. 

Alert your client 

Notify your client of the diversion  
fraud immediately and request 
that they consider whether their 

systems have been compromised and they  
should seek the assistance of IT professionals. 

The systems of third parties with knowledge 
of the transaction (e.g., in the email thread) 
may have also been compromised. Speak 
with your client about similarly alerting 
such third parties to the fraud, with your  
client’s permission. If no system was hacked,  
consider if this was an inside job. 

What to do next

Notify the authorities

Report the matter to your local 
police as a fraud, and the  
Canadian Anti-Fraud Centre.

$

!…

COULD IT HAPPEN TO YOU?

24 LAWPRO Magazine    |    Volume 20 Issue 1 lawpro.ca
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FRAUDFACT  
SHEET

CYBERCRIME AND BAD CHEQUE SCAMS

Cybercrime and bad cheque scams are some of the most common, significant and costly problems for lawyers and LawPRO®.  
Fraudsters are successfully duping lawyers, paralegals and law clerks.

Don’t be complacent and think you will never be fooled
These frauds are very sophisticated. The matters will look legitimate, the fraudsters will be very convincing 
and the client ID and other documents you get will look real. Fake cheques are printed on real cheque stock. 

Phishing emails will appear to come from your bank and other legitimate companies. Fraudsters will email you posing as colleagues and 
clients, and corporate records may be altered. Two or more people can collaborate on both sides of a transaction to make the scenario 
more convincing. Some may come to your office in person, or follow up with you over the phone.

If you aren’t completely sure a matter is legitimate, terminate the retainer. Don’t be sucked in by your emotions or a strong desire to 
help. Don’t let the lure of a generous fee cause you to ignore your concerns as to the legitimacy of a matter. If you’ve been asked to do 
something that seems irregular, ask questions. If it looks too easy or sounds too good to be true, it probably is.

What to do if  
you have a suspicious matter?
Proceed with caution if you have even the slightest suspicion that the matter you are 
handling isn’t legitimate. 

1. Look for the red flags of a fraud. See the lists on the following pages. 

2. Ask questions and dig deeper, especially if the facts don’t add up or are inconsistent. 
See the next page for a list of things you can do.

Visit the AvoidAClaim.com blog to search names and email addresses from 
the frauds reported to LawPRO. Click on “All Fraud Warnings” to see a 
full listing of names of confirmed fraudster clients. If you still aren’t sure the 
matter is legitimate, call LawPRO at 1-800-410-1013. Our experience with 
multiple frauds can help determine if you are being duped. If the matter turns 
out to be a fraud and there is a potential claim, we will work with you to 
prevent the fraud, if possible, and to minimize potential claims costs.

Report obvious frauds  
to LawPRO
Help us help other lawyers by sending 
obviously fraudulent messages, scans of  
identification and other documents pro-
vided to you to fraudinfo@lawpro.ca

Get fraud warnings  
& updates from  
AvoidAClaim.com blog
Wondering if 
you’ve been 
duped or your 
potential client  
is a fraudster?  
For regular  
updates on fraud and claims prevention, 
subscribe to the email updates from 
LawPRO’s AvoidAClaim.com blog.

Do you practice in real estate? See the Real Estate Fraud Fact Sheet at practicepro.ca  
for common types of real estate fraud, red flags, and tips on how to protect your law firm and you.
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Bad cheque scams
Fraudsters retain the firm on a contrived 
legal matter so that they can run a counterfeit  
cheque or bank draft through the firm trust 
account and walk away with real money. 
These contrived matters will look real. 
The fraudster will provide extensive and 
very real looking ID and documents. When  
the bad cheque or draft bounces, there 
will be a shortfall in the trust account.

The red flags of a  
bad cheque scam
• Initial contact email is generically  

addressed (e.g., “Dear attorney”) and/or 
BCC’d to many people. 

• The name and/or email address in the 
FROM line is different from the name 
and/or email address of the person you 
are asked to reply to in the body of  
the email.

• Client uses one or more email addresses 
from a free email service (e.g., Gmail™, 
MSN®, Yahoo!®), even when the matter 
is on behalf of a business entity.

• Domain name used in email address or 
website was recently registered (check  
at WhoIs.net). 

• Email header indicates sender is not 
where he/she claims to be. 

• Client raises issues of conflicts or  
payment of a retainer.

• Client is new to your firm.

• Client is in a distant jurisdiction.

• Client says he prefers email communica-
tion due to time zone differences.

• Client may sign retainer but never  
actually makes the payment.

• Client is in a rush and pressures you to “do  
the deal” quickly, before the cheque clears.

• Client shows up and wants the matter 
completed around or on banking holidays.

• Client is willing to pay higher-than-usual  
fees on a contingent basis from (bogus) 
funds you are to receive.

• Despite the client stating a lawyer is 
needed to help push for payment, the 
debtor pays without any hassle. 

• Cheque or bank draft arrives at your  
office in a plain envelope and/or  
without a covering letter. 

• Cheque is drawn from the account of  
an entity that appears to be unrelated 
(e.g., a spousal arrears payment from a 
business entity).

• Payment amounts are different than  
expected or change without explanation.

• Client instructs you to quickly wire the 
funds to an offshore bank account based 
on changed or urgent circumstances.

• Client and others involved don’t seem 
concerned if shortcuts are taken.

• Some or all of the payment is going to 
third party who appears unrelated to  
the matters.

Due diligence on a  
suspected fraudster
Take these steps to cross-check and verify 
information provided to you by the client:

• Cross-check names, addresses, and 
phone numbers of the client and other 
people/entities involved in the matter on 
Google® and other search engines. (To 
find exact matches, enclose your search 
terms in double quotes.) 

• Do reverse searches on phone numbers.

• Look up addresses using Street View™ in 
Google Maps™. 

• Ask your bank or the issuing bank to 
confirm the branch transit number and 
cheque are legitimate.

• Call the entity making the payment  
or loan and ask if they are aware of  
the transaction. 

• Contact the company to confirm it is ex-
pecting debtor’s payment or business loan.

• Hold the funds until your bank confirms 
the funds are “good” by contacting the 
other bank, and have the bank confirm, 
in writing, that it is safe to withdraw 
from the deposit.

Common types of  
bad cheque fraud
Equipment/inventory purchase fraud 
• Targets business lawyers. 

• Fraudster will ask you to handle a  
purchase (e.g., a dredger).

• Purchase funds are coming from  
fake buyer. 

Business loan or debt collection fraud
• Targets litigators. 

• Fraudster will ask for help with a  
commercial debt or personal business 
loan collection.

• Debtor will pay up with little or no pushing.

Divorce settlement fraud
• Targets family lawyers. 

• Fraudster will ask you to help with  
collection from ex-spouse, often further 
to a “collaborative settlement agreement.” 

• Ex-spouse will pay up with little or  
no pushing. 

Real estate deposit fraud 
• Targets real estate lawyers.

• Contacts realtors, who put fraudsters in 
touch with real estate lawyers. 

• Overseas client sends lawyer a deposit 
cheque for a property they saw online.

• Fraudster then backs out of the deal, and 
asks lawyer to wire the deposit funds 
back (minus any fees and penalties). 

Intellectual property rights fraud 
• Targets IP lawyers. 

• Fraudster seeks damages from a breach 
of a trademark or copyright agreement.

• The company in breach will pay up with 
little or no pushing.
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Phishing scams
Phishing involves the use of an email, text 
message or phone call that appears to 
come from a trusted source or institution, 
vendor or company, but is actually from 
a third-party impostor. Phishing messages 
are intended to trick you into giving 
fraudsters your information by asking you 
to update or confirm personal or online 
account information. Personal information 
and identity theft and/or payment scams 
are the motives behind most phishing scams.  
Fraudsters cast a wide net and make 
thousands of phishing attempts – they only 
need one or two dupes to make it pay off.

Phishing is also becoming more sophisticated.  
Fraudsters can conduct research about you 
through the internet and other means to 
obtain information unique to you, including 
your practice area, your clients, and your 
personal life. A “spear” phishing attempt is a  
phishing message that is personally addressed 
to you, will appear to be from someone you 
already know (such as a senior partner at the 
same firm), and may include other detailed 
personalized information.

Fraudsters do their best to make phishing 
messages look official and legitimate. They 
will mimic real communications from the  
company or entity they are supposedly from 
by using the same layout, fonts, wording, 
message footers and copyright notices, etc. 
as official messages. They will often include 
corporate logos and even one or more links 
to the alleged sender’s real website. 

How to spot phishing messages
Phishing scams work because they are 
convincing and prey on your trust of the 
source. If you get a phishing message from 
a bank and you don’t have an account 
there, you aren’t likely to fall for the scam. 
However, if you have an account at that 
bank, the message may look legitimate to 
you and you are more likely to fall for the 
scam. Many phishing messages will include 
a link or attachment that you are asked to 
click so you can update your information. 
After doing so, the webpage or attachment 
you will see (which will also have text and 
logos to make it look official) will prompt 

you to enter your name, account number, 
password and other personal information 
– thereby giving it to fraudsters.

Red flags
• The link you are asked to visit is different 

from the company’s usual website URL 
(place your mouse over the link and look 
at the taskbar in your window to see if 
the link matches. It should take you to 
the proper website).

• The main part of the sender’s email  
address is not the same as the company’s 
usual email address.

• Spelling and grammar mistakes.

• A sense of urgency – money has to be 
transferred quickly without the usual 
checks and balances.

• The promise of receiving money or  
another big prize.

• Anyone asking for money – even if you 
know them.

Some types of phishing 
• An irregular salutation from someone you are familiar with, such as “Hello Mr. Smith,” instead of “Hi Johnny.”

• “…suspicious transaction,” “…account outstanding”: An alert to reset password or login to your account to review invoice 
or payment.

• “…your account has been hacked”: A request to update your information and go to a website or attachment, then prompting 
you to enter your account number, password, and personal information.

• “…won a big prize,” “…refund to you”: A request to go to a website or open an attachment to claim monies.

• “…document I promised”: Posing as someone you know who may send you documents, a request to open an attachment.

• A call from a fraudster claiming to be from a legitimate corporate or government entity saying that you owe money or 
face civil/criminal charges.

• Requesting payment in Bitcoin.

Don’t take the bait
Never respond to phishing requests for 
personal information in the mail, over the 
phone or online. Most importantly – this 
is probably the most common way that 
personal information is stolen – never ever 
reply to unsolicited or suspicious emails, 
instant messages or web pages asking for 
your personal information (e.g., usernames,  
passwords, SIN number, bank account 
numbers, PINs, credit card numbers, mother’s  
birth name or birthday), even if they appear 

to be from a known or trusted person or 
business. Legitimate businesses should 
never send you an email asking to send your 
username, password or other information 
to them in an email message. If in doubt, 
call the company yourself using a phone 
number from a trusted source. Don’t use the 
number in the email – it could be fake too!

All staff can be targeted 
Educate the lawyers and staff at your firm 
to make sure they will not fall for a spear 

phishing scam. Follow firm processes and 
procedures for the review and approval of 
financial transactions – and don’t bypass 
them due to urgent circumstances. Never 
share confidential client or firm information  
without being sure it is appropriate to do 
so by getting confirmation from someone 
familiar with the file. Be on the lookout for 
and question any last minute changes on 
fund transfers or payments.
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Inside job: Fraudsters in your law firm
Not all fraudsters are strangers. Even 
partners, associates, law clerks or other 
employees may turn to fraud because of  
financial pressures from a divorce, 
over-extended lifestyle, failed business 
venture, or other personal crisis.

Red flags 
• Someone never takes vacation or sick 

leave, works overly long hours, or refuses 
to delegate work. 

• A firm member undergoes a sudden 
change in lifestyle or temperament. 

• The firm receives mail for a corporation for  
which no client file is opened or billed, or  

minute books are kept in the lawyer’s office 
instead of with the corporate law clerk. 

• Unusual patterns such as a sudden increase 
in payments to a person or entity, or 
complaints about slow payment from 
suppliers or clients, or an increase in 
written-off work in progress. 

• Handwritten amendments on cheques 
returned from the bank.

• Double endorsed cheques which pay the 
fraudster personally. Look for names 
that are similar but not quite the same  
as existing clients and parties.

• For more information see “Fraud on  
the Inside: What to do when partners, 
associates or staff commit fraud” at  
lawpro.ca/magazine

Preventing insider fraud
• Conduct regular and random spot audits 

of lawyers and staff with access to law 
firm trust accounts. 

• Keep an eye on lawyers and staff morale.

• Create a law firm culture which encourages  
mentorship and collegiality.

• Use unique passwords for anyone with 
access to law firm trust accounts.

When a fraudster emails you instructions in the name of the client, counsel, or staff
Beware of fraudsters who are hacking into 
email accounts of third parties including 
clients, lawyers and staff within your firm, 
opposing counsel, and opposing parties. 
The fraudster will monitor the emails of 
the hacked party, and figure out that there 
is a legal matter involving you. When the 
matter is completed and money is about 
to change hands, such as following a liti-
gation settlement, real estate closing, or 
other transaction, the fraudster, posing as 

the legitimate party awaiting the funds, will 
send an email to you redirecting where 
the funds should go. If you follow through, 
the money will go to the fraudster. 

Red flags
• Funds requested are to be sent to  

an account or address that is not  
associated with the client/lawyer/party.

• Writing style, grammar, or  
spelling mistakes.

A simple prevention tip when 
money is requested is to always call  
your client directly to confirm  
instructions, especially when instruc-
tions change at the last minute. 

Maintain good password hygiene
We all have more passwords than we can 
remember, which can make it easy to be lazy.  
We may use obvious and easy-to-remember  
passwords – even the word “password”  
itself. Or worse: we don’t use them at all. Bad  
password habits are often one of the weakest  
links in data security schemes. Cyber criminals  
know and exploit this fact. For this reason it  
is critical that all lawyers and staff in a law 
office use passwords, and use them properly. 

Password tips
• Never ever tell anyone your passwords.

• Never write down your passwords,  
especially on your monitor.

• Don’t save passwords on your computer 
hard drive.

• Use biometric scanners like fingerprint, 
voiceprint, facial, and eye scanners.

• Don’t use the same password for everything.

• Change passwords on important accounts 
on a regular basis.

• If you suspect you’ve been hacked, change 
your password immediately.

• Don’t use the “remember password” feature 
in your browser and in other applications.

• Create a password using four  
unrelated words.

Password managers can help. A  
password manager generates unique 
randomly generated passwords 
and stores them in a single place. 
You need to remember only one 
password to access the application. 
While using a password manager 
is not foolproof, it may be safer 
than not using one.

Use two-step authentication 
where available. When offered and 
enabled, this means you will need 
two ways to access an account. 
Typically this means using a pass-
word in conjunction with a code 
texted to your cell phone that is 
gene rated at the time you are 
seeking access. 

This information bulletin is published by LawPRO to provide lawyers and law firm employees with an overview of some common types of fraud, and 
to provide practical advice on ways to minimize their exposure to fraud-related claims. The material presented does not establish, report or create the 
standard of care for lawyers. The material is not a complete analysis of the topics covered, and readers are encouraged to conduct their own appropriate 
legal research. The comments in this publication are intended as a general description of the insurance and services assailable to qualified customers 
through LawPRO. Your policy is the contract that specifically and fully describes your coverage and nothing stated here revises or amends the policy.
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 tech tip 

Wire fraud  
scams on  
the rise: 
5 tips to reduce your risk 

There are different ways that fraudsters are 
trying to direct lawyers and law firms to 
wire money to them. Fraudsters have pre-
tended to be: 

-  A lawyer in the firm, to direct staff to 
wire funds to a client or to complete a 
transaction 

-  A lawyer or staff at a firm acting for a 
seller in a transaction, to direct the other 
side to wire funds 

-  A financial institution, to direct wire 
payment to it 

-  A client, to seek payment of funds  
by wire 

It starts with a hacked email system or 
impersonation using lookalike fake email 
address. We have seen cases where the 
fraudster has hacked into a lawyer or law 
firm email system, the client’s email, or 
the email system of others related to the 
transaction. In these situations, fraudsters 
monitor the emails and send wire transfer 
instructions from legitimate email addresses 
to send out wire payment instructions.  
 
 

Follow the tips below to reduce your risk of 
falling victim to these increasingly sophisti-
cated fraud scams. 

Tip 1: Don’t be spoofed: check 
the email address 
Lawyers should use spam filters and check 
email addresses to reduce the risks posed 
by fraudsters impersonating lawyers, law 
firm staff, clients, financial institutions and 
others. For more tips to avoid spoof email 
addresses, see our article "Paying attention 
to the fraud behind the curtain." 

Tip 2: Check documents to 
make sure they haven’t been 
manipulated 
When sending documents electronically, 
on receipt back, double check to make 
sure that key information, such as wire 
direction instructions, have not been ma-
nipulated. If you send out a document with 
wire instructions or other key financial in-
formation, you can check the document on 
receipt back that this information has not 
been changed. 

Tip 3: Implement independent 
verification on all wire  
payments 
Verify all directions to wire funds out of 
trust by confirming the instructions using 
a different medium than they were first  
received. This step can help reduce the 
risks posed by email hacks and cases where 
documents have been intercepted and  
manipulated. 

Here are a few examples of independent 
verification in action: 

-  Internal verification: The law firm 
partner purportedly emails from the 
firm address or a personal email address 
instructing you to wire money out of 
trust. Walk down the hall to the part-
ner’s office to ask if the partner sent the 
instructions. If the partner is out of the 
office, rather than replying to the email 
to confirm the direction (which will not 
help if the lawyer’s email account has been 
compromised), call or text the lawyer. 

LAWPRO is seeing an increase in phishing attacks against lawyers trying to trick them into wiring funds out of 
their trust accounts to the fraudster. 
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 Three simple things you can do

Call before you click

Always independently verify wire instructions.

Train your lawyers and staff

Make sure all the lawyers and support staff in your firm are 
aware of the likelihood of spear-phishing attacks and the need 
to verbally confirm any changes to wire-transfer  
instructions received by email.

Warn your clients

Alert your clients of the dangers associated with wire fraud and 
advise them to verbally confirm with your firm any bank account 
details received by email.

-  Before wiring funds to another firm: If 
a lawyer at Firm A emails wire instruc-
tions to a lawyer at Firm B, the lawyer 
or staff from Firm B can call Firm A to 
confirm the wire instructions. The same 
process can apply on receiving wire in-
structions from a financial institution or 
any other request for payment by wire 
transfer. 

-  Before wiring funds to a client: As an-
other example, a client may email you 
to instruct you to wire payments to an 
account. You can consider calling the  
client to verify that the client’s instruc-
tions are valid, and that the client’s  
account has not been hacked. 

Firms that have implemented independent 
verification protocols have successfully 
foiled fraud attempts. A quick call to ver-
ify written wire payments might save you 
from being a victim of fraud. 

Tip 4: Make fighting fraud part 
of your firm culture 
Continue to train yourself and train your 
staff about fraud risk. 

-  For related CPD programming on fraud 
prevention, see our watch-anytime 
CPD programs on real estate fraud, bad 
cheque and cyber fraud. These programs 
are free for you, your colleagues and 
staff to view, and are eligible for LAW-
PRO’s Risk Management Credit. 

-  Subscribe to avoidaclaim.com for fraud 
warning updates. 

Try incorporating these tips into your 
practice to help reduce the risk of fraud. 

Tip 5: Stay on constant alert 
Fraud prevention is not a one and done 
task. You and your staff need to be con-
stantly vigilant. A few of the fraud scenarios 
we have recently seen include: 

The fake instruction to wire funds 

The fraudster sends instructions directing 
the wiring of funds to a particular account 
that the fraudster has set up or can access. 
In recent cases reported to LAWPRO, a 
fraudster infiltrated a law firm email system, 
intercepted correspondence regarding a 
transaction, and then sent wiring instruc-
tions from a law clerk’s email address. 
Since they were being sent from legitimate 
law firm email addresses, there was noth-
ing to suggest anything fraudulent from 
the email itself. Since the fraudster could 
see incoming emails, as described further 
below, only a separate means of verifying 
the instructions could stop the fraud. 

Fake documents may strengthen the  
credibility of the direction to wire funds 

We have seen instances where fraudsters 
have manipulated documents to alter wire 
payment instructions. We have even seen 
“secure” electronic documents prepared by   

a law firm intercepted, manipulated to pro-
vide new account information for wiring 
funds, and then sent back to the firm. 

Last minute changes are a red flag, but  
aren’t the only flag 

Often, the fraud may include a last-minute 
direction to wire funds to a new account. 
Any late change in payment instructions 
should be treated with caution, as this is 
a red flag of fraud. However, we have also 
seen cases where the fraudster has sent 
out the wire fund instructions early in the 
transaction. 

Bottom line – there are all sorts of ways 
that fraudsters try to trick lawyers and their 
staff to wire funds to them. Lawyers and 
their staff should be on constant alert for 
these frauds and can adopt proactive mea-
sures to reduce the risk of these attacks. n

Juda Strawczynski is Director of practicePRO
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Watch for real estate frauds involving 
private mortgages 
In a hot real estate market fraudsters are even more motivated than usual – there is a 
lot of money to be had and lawyers are common targets. LAWPRO is seeing a 
significant increase in the number of real estate frauds involving private mortgages. The 
Toronto Police Service recently issued a news release about ongoing mortgage frauds 
targeting law firms. 

The frauds we are seeing are incredibly sophisticated. In some cases, multiple 
fraudsters are in cahoots with each other participating as different parties to a 
transaction – i.e., the vendor, the buyer, the mortgage broker and/or the lender could be 
in on the fraud. Regardless of their role, the fraudsters will have very convincing fake 
versions of all the usual documentation that someone in their role would typically have. 

On real estate deals involving private lenders, our experience is that the following 
circumstances should be considered red flags indicating a possible fraud. While every 
real estate deal is unique and may have unusual aspects to it, proceed with caution if 
you see transactions involving one or more of these red flags: 
 
1. Large numbers of referrals from a new source: After having someone approach 
you saying they were referred by a friend, that person then sends you a lot of business 
right away. Keep in mind, fraudsters will frequently take steps to make it appear they 
are coming from a trusted referral source, and they may also be familiar to you as they 
were a party in another transaction you were involved in. 

2. Many similar transactions over a short timeframe: Within a few weeks you are 
asked by the new referral source to do the same type of transaction repeatedly, after 
never having seen these types of transactions before. If anything, the value of the 
mortgages seem to grow with each transaction you work on. 

3. “Rush” transactions: A strong push to close from your client, and in particular the 
referral source, is a red flag that should not be ignored. 

4. No funds go through a law firm trust account: The parties insist on transferring 
the funds between themselves. 

5. All of the funds are transferred outside of Canada. 

6. It appears that the homeowner didn’t actually receive funds or that no funds 
were advanced at all. 
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7. The lender doesn’t require post-dated cheques or pre-authorized payments or 
you have the sense that there is some informality to the deals, perhaps because 
the borrowers and lenders know each other. 

8. The mortgage agent or broker isn’t licensed with FSRA: A licensing search can 
be done here. 

9. The client does not want title insurance, despite the size of the loan: This is a 
strong indication of a fraud because fraudsters are trying to avoid the scrutiny that a title 
insurer will raise. 

10. You receive or are instructed to write a “direction re funds” that has names 
you’ve never seen before with no apparent connection to the transaction or the 
property: If this happens shortly before closing it is almost certainly a fraud. 

11. The current mortgage is being used to pay off one or more private mortgages 
that were recently registered, often for large amounts: If a borrower goes to another 
lawyer to act on a new mortgage and a new lender is involved, this has all the earmarks 
of being a “fake mortgage” fraud where the first mortgage is a fiction designed to induce 
the next lender to advance real funds. 

12. ID and documents that don’t look quite right: With the pandemic it’s more likely 
that you will meet clients virtually and sign documents remotely. As noted above, 
fraudster clients will have government ID, property tax statements, corporate documents 
and everything else you would normally expect them to have. However, as these 
documents are fakes there may be something that doesn’t look quite right with them. 
Perhaps the signature line isn’t exactly where it would normally be. Perhaps the 
signature on the ID looks fine, but you notice that it isn’t exactly the same as the 
signature on the documents you’ve asked the client to sign. Consider doing a driver’s 
license check with the Ministry of Transportation. 

Please share this information with your clerks as they are involved in parts of 
transactions you may not see and are ideally situated to identify red flags of potential 
fraud. 
If you are an Ontario lawyer acting on a matter that you suspect might be a fraud, call 
LAWPRO at 1-800-410-1013 or 416-598-5899 or email practicepro@lawpro.ca. One of 
our Fraud Team members will talk you through the common fraud scenarios we are 
seeing and help you spot red flags that may indicate you are being duped. This will help 
you ask appropriate questions of your client to determine if the matter is legitimate or 
not. If the matter you are acting on turns out to be a fraud, we will work with you to 
prevent the fraud and minimize potential losses and claims costs. 
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What’s wrong with this picture? Be on alert 
for fake IDs issued by different authorities 
or different times with identical photos 
LAWPRO continues to see high levels of real estate fraud activity. Lawyers and real 
estate clerks should be on high alert for mortgage frauds. 

In some instances, fraudsters appear to have used photo ID, issued by different 
authorities, or issued years apart, but where the documents used the same picture. In 
these cases, it’s clear that a fraudulent ID is being used. 

Also, as of 2012, Citizenship and Immigration Canada retired the Citizenship Card and 
replaced it with the Citizenship Certificate. You can find examples from the Government 
of Canada of both Canadian citizenship certificates and citizenship cards here. If your 
client is using a citizenship card as ID, proceed with caution. Note that a re-laminated 
card is not valid as proof of citizenship, as it blurs the security features of the original 
and makes it difficult to detect fake cards. 

Easy tips for verifying ID 

• Is the person smiling? Smiling isn’t allowed in government ID. 
• Compare the images on the different pieces of ID – They shouldn’t be the exact same image 
• Verify the date on the IDs. Does the person look like they’ve aged if the ID was from some 

time ago? If two pieces of ID are many years apart but the image doesn’t reflect whether the 
person has aged, ask questions. 

• Does the minister on the ID match who was in office at the time the ID was issued? 
• Is the signature similar to your client’s? 

And lawyers may also find it useful to review the Alcohol and Gaming Commission’s tip 
sheet on how to ensure IDs are legitimate. 

Be on alert for these and other red flags of fake IDs. To learn more about real estate 
fraud prevention, visit practicePRO’s Fraud Prevention page. 
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Resources and CPD for Lawyers 
LAWPRO’s Practice Management Resources 

LAWPRO’s Practice Tips Sheets Helpful tip sheets organized by type of 
practice error which provide ways to avoid 
common mistakes. Includes tips on 
delegation, managing deadlines, conflicts of 
interest, and other categories. 

Limitation Period Resources 
 

PraticePRO’s collection of practice 
management resources for navigating 
limitations and notice periods. 

Table of Limitations and Notice Periods PracticePRO’s summary of limitation periods 
for the most common causes of action. 

Table of Ontario Mentoring Programs A helpful table of various mentoring programs 
offered by legal groups and associations for 
Ontario lawyers 

Technology Products for Lawyers and Law 
Firms 

A helpful table of software solutions for 
lawyers  

Additional resources 
Canadian Anti-Fraud Centre The Canadian Anti-Fraud Centre collects 

information on fraud and identity theft. We 
provide information on past and current 
scams affecting Canadians. 

LSO: Client identification and verification 
requirements 

Law Society of Ontario bylaws and guidance 
regarding the identification and verification of 
clients. 

LSO: Red flags for fraud in real estate 
transactions 

Law Society of Ontario guidance on red flags 
of fraud during real estate transactions.  

Additional CPD for lawyers 
Avoiding the wire fraud nightmare – What you 
need to know to protect yourself and your 
clients 

In this pre-recorded program from October 
2021, hear from the experts about the latest 
wire scams against law firms and their clients 
and how to stay a step ahead. You will learn 
tips you can easily implement in your practice 
to help prevent wire fraud and other cyber 
dangers. This is a must-view program for 
lawyers, their clerks and staff to understand 
and combat wire fraud. 
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Assistants Program. Ray is a member of the Board of Directors and President of a high-
rise condominium corporation in Toronto and has volunteered as Manager of the 
fundraiser TOM* MensFashion4Hope and a VIP & Sponsor Relations Officer for semi-
annual Toronto Men’s Fashion Week (TOM*). Ray is and has been a frequent 
speaker/presenter, in French or English, in numerous programs on various real estate 
and other law related topics in Canada and the United States.  
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Juda Strawczynski 

 
Juda Strawczynski manages and promotes practicePRO, LAWPRO’s innovative 
claims and risk management initiative, including identifying emerging claims and risk, 
resource creation, and outreach to the profession.  

Prior to joining LAWPRO, he served as a Policy Counsel at the Law Society of Ontario, 
where he provided strategic counsel with respect to key issues facing the legal 
profession, including access to justice, professional regulation, governance and 
legislative issues. Prior to that, Juda practised litigation, and served as a Fellow at 
Physicians for Human Rights in Cambridge, MA, as President of Canadian Lawyers for 
International Human Rights (CLAIHR) from 2013 to 2018, and as a Director of the 
Canada Millennium Scholarship Foundation. Juda has a Bachelor of Arts from McGill 
University in Humanistic Studies and International Development Studies, and a Juris 
Doctor from the University of Toronto. 
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