Other cyber
risk insurance
options:

Do you have the
coverage you need?
The prevalence of cyber-related crime has been steadily
increasing for a number of years. Many businesses
invest heavily in the necessary IT infrastructure to
protect their data, but despite best efforts and
intentions, the frequent news stories in the press
should serve as confirmation that breaches do occur.
The cost implications of having personal or financial information
stolen are significant, especially for law firms, because the information
they hold can be confidential and even privileged, and is often very
sensitive. When you consider all the potential first- and third-party
liabilities a major breach could place on a law firm, the extreme
cost could put a financial burden on a firm that could destroy it.
Thus, from an insurance standpoint, it is paramount to consider
whether your coverage is adequate. Keep in mind that the coverage
afforded under the LAWPRO policy is subject to eligibility criteria
and to a modest sublimit of coverage.
The evolution of the cyber insurance policy has made significant
strides in recent years. The most common element of coverage found
within cyber and privacy liability policies is for claims brought
against you arising as a result of a breach. This would include legal
defence costs and indemnity payments, and is provided on an “all
risks basis.” Some current extensions of coverage include protection
against the spread of computer viruses, or in the event that your
systems are used to hack a third party. Many policies have been
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extended to include first-party costs to comply with breach notification
laws in different jurisdictions. Finally, cover can also be included
for voluntary security breach notification which will help mitigate
an impact upon the company’s brand or reputation.
Coverage has also evolved to take into consideration the outsourcing
of data storage to third-party cloud providers. While this endorsed
coverage is still in its infancy, there are some insurers that are able
to consider this type of risk.
Canadian Underwriter Magazine recently reported on a 2011 research
study from NetDiligence, which found that the average cost of a data
breach was $3.7M. The study found that the largest component of
the costs related to the legal damages, with the average defence costs
being $582,000, and the average cost of settlement being $2.1M.
The implications of not handling a breach properly, measured by
way of reputational harm to your organization, are costly. If that
client trust is lost, it will certainly impact the gross revenue of your
firm in terms of lost clients. With client acquisition being far more
costly than client retention, having a plan in place to mitigate that
reputational risk is very important.
Cyber and network liability policies have built in a solution for these
types of situations. Many policies commonly offer limits of coverage
for crisis management. The costs associated with hiring public relations
consultants and costs to conduct advertising or PR activities are all
things that can be built into a cyber policy.
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Traditional insurance policies may offer a limited amount of coverage
for cyber-related exposures, but it is important to understand the
implications of relying on coverage that is not necessarily designed
for a specific exposure. Property policies may not cover the loss of
“data” because it may not be considered real or personal property.
General liability policies are intended to cover bodily injury and
property damage scenarios, and would not extend to cover network
implications. Finally, in addressing these exposures, you should take
into consideration liabilities that will fall outside the coverage offered
by LAWPRO’s cybercrime sublimit.

While there are variations from provider to provider,
insurance companies that offer cyber risk policies
may include coverage for:
Lawsuits or claims relating to
• inadvertent disclosure of confidential information
• intellectual property and/or business secrets
infringement
• damage to reputation

As legislation changes and the breach notification requirements in
Canada evolve, so too will the costs associated with damage from
hackers, breaches, cyber extortion, and other cyber-related crimes.
Don’t underestimate the costs your firm might incur in the event
of a data breach. Reinforce the long-term security of your firm
by ensuring it has taken adequate precautionary measures, has
contingency plans in the event that something does occur, and has
appropriate insurance in place to transfer and avoid the financial
risks of a data breach. ■
Greg Markell, FCIP, CRM is an account executive with Jones Brown Inc.
(gmarkell@jonesbrown.com)

• liability related to damage to third party systems
• impairment to access to systems or information
And/or costs related to
• privacy notifications, if required
• crisis management activities
• online and/or electronic business interruptions
• electronic theft, communication, threats and/
or vandalism

LAWPROFAQ
Reporting changes to information and changes in status to LaWPRO and to the
Law Society of Upper Canada (LSUC)

Q.

as of last month, I have left private practice to become a law professor. I advised the Law Society of this change, and have been
advised that I will be eligible to pay the non-practising lawyer membership fee. However, I continue to receive emails from
LaWPRO reminding me to renew my professional indemnity insurance. I thought that as an educator, I was exempt from the insurance
requirement. What’s going on?

A.

It appears that you have not notified LAWPRO of your change in practice status. If you’re changing firms, contact information, or
changing your status (going into or out of private practice), you should be sure to notify both LAWPRO and the Law Society separately
of these changes. LAWPRO and LSUC maintain completely separate information databases and, in keeping with their respective mandates,
generally do not share information that lawyers may consider confidential or proprietary. If you meet the exemption criteria, you
should amend your status by completing an Application for Exemption, and forward it to LAWPRO for processing.

More information
For more information about insurance requirements, exemption eligibility, run-off coverage, and other insurance issues, please
visit the FAQ section of the LAWPRO website at lawpro.ca/faqs
If you have any questions regarding your coverage or practice status, please contact LAWPRO’s customer service department by
email at service@lawpro.ca, or by phone at 416-598-5899 or 1-800-410-1013.
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