Could this happen to you?

Getting duped on a bad cheque scam

In our newest effort to help Ontario lawyers appreciate where claims
happen - and how to avoid them - we are pleased to introduce a
new column to LAwPRO Magazine: “Could this happen to you?”

Lawyers have told us they like to hear about real scenarios and cir-
cumstances that resulted in malpractice claims. They say that this
helps them better see how they can avoid making mistakes in their
own practices. So, in this new column we will present the facts behind
some of our actual claims files, and highlight the risk management
lessons to help you avoid finding yourself in the same situation.

For our first “Could this happen to you?” column we are focusing on
bad cheque frauds. When we deliver presentations to lawyers about
how to recognize and avoid these frauds, we often hear “How could
anybody actually fall for these schemes? I never would”

Thanks to our efforts, we feel Ontario lawyers have greater “street
smarts” when it comes to recognizing and avoiding bad cheque
frauds. But, unfortunately, we are still seeing costly claims when
lawyers occasionally fall for these frauds.

Reproduced on the next page is a sample of the report we get
when a lawyer reports a claim using our online claim report form.
It is a classic textbook example of a bad cheque fraud where the
lawyer was duped. Upon discovering these frauds, banks generally
reverse the credit that was given on the deposit of the fake cheque.
Because the lawyer already disbursed funds in reliance on the fake
cheque, this reversal removes trust funds belonging to other clients
and/or leaves the lawyer's trust account with a negative balance.

Please read the claim report. Can you spot the red flags? Could it
happen to you?

On these bad cheque frauds we would generally afford coverage under
the LAWPRO policy for the loss of the trust funds belonging to other
clients. Any remaining overdraft would be the responsibility of the
lawyer as the lawyer's indebtedness to the bank would not fall within
the coverage provisions of the LAwPRO policy, unless the lawyer
complied with the coverage requirements of LAWPRO’s enhanced
coverage for overdraft resulting from counterfeit certified cheques
and bank drafts (Endorsement 7). Those requirements are:

(1)You must have waited at least eight business days following
deposit of the instrument into your trust account before
disbursing funds as instructed; or you must have received
confirmation from either your financial institution or the
drawee financial institution that the drawee financial institution
has verified the validity of the instrument. As well, this
confirmation must be documented in writing (whether by
you or the financial institution) before payment instructions
are given. © 2013 Lawyers’ Professional Indemnity Company. Th
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(2)The drawee financial institution indicated on the counterfeit
certified cheque or counterfeit bank draft must be a Canadian
financial institution, and the instrument must have been
inspected and deposited by you, or a partner or employee
of yours.

Note that the amount of coverage provided is subject to a
sublimit of $500,000 per claim and in the aggregate (i.e. for
all such claims reported by the lawyer or lawyers in the firm
that year), inclusive of claim expenses, indemnity payments
and/or costs of repairs. The coverage does not apply to retainer
deposits, untransferred fees, or other amounts relating to legal
fees, accounts or fee arrangements. As well, some limitations

in deductible may apply.

The risk management lessons

Please don't be complacent about these frauds. They are evolving and
getting ever more sophisticated. Be vigilant! The supporting doc-
uments from the fraudsters — and the stories behind them - can be
incredibly convincing. If a file you are handling seems like easy money,
or otherwise too good to be true, think critically: Are there any details
of the transaction that give you pause? Watch for the red flags that
can indicate that an otherwise legitimate-looking matter is a fraud.

When in doubt, visit the AvoidAClaim.com blog and compare the
potential client’s name and story to those of dozens of names known
to be used by fraudsters. If you suspect you are acting on a matter that
might be a fraud, call LawPRO at 1-800-410-1013 or (416) 598-5899.
We will talk you through the common fraud scenarios we are seeing
and help you spot red flags that may indicate you are being duped.
This will help you ask appropriate questions of your client to deter-
mine if the matter is legitimate or not. If the matter you are acting on
turns out to be a fraud, we will work with you to prevent the fraud
and minimize potential claims costs.

If you have been successfully duped, please immediately notify
LAwWPRO as there may be a claim against you.

If you have been targeted by any of these frauds, please forward any
of the emails and supporting documents that you have received to
fraudinfo@lawpro.ca.

More fraud prevention information and resources are available on the
“practicePRO Fraud page” (practicepro.ca/fraud), including our
“Fraud Fact Sheet,” a handy reference for lawyers and law firm
staff that describes common frauds and the red flags that can help
identify them.
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a 1 1aj " Red flags of a fraud
Sampleé c.aim reporct. 1 Outofthe blue request for service by

Can you spot the “red flags”? nonresident

2 Retainer involves collection of funds

3 No opportunity fo review originals of

CLAIM NOTICE REPORT - CONFIRMATION NO. PC11111 supporting documents

Received:  08/24/2013 T 4 Payor/debtor alleged to be a local
To: <claims@lawpro.ca> resident (to you)

From: Mort.I.Fied@outofpocket.ca 5 Debtor pays up after litfle or no effort
SuRect: Cladm otce RO . on lawyer's part

I am reporting a claim or potential claim against me. 6 Debior's cheque will appear authentic,
INSURED INFORMATION but is from the account of an entity that
T Tnsured TAWYER LSUC Wamber: 123as T appears fo be unrelated

Insured LAWYER Name: Mort I. Fied 7 A third party is involved in facilitating
Mailing Address: 123 Blissful Lane, Unawares, ON, NOT 2T2 the payment

Telephone Number: 1-800-555-5555

Firm Name: Babin Woods LLp 8 Client pushes for immediate payment

Email: Mort.I.Fied@outofpocket.ca 9 Client has urgent need for the funds
CLIENT/CLAIMANT INFORMATION 7 10 Client requests a wire transfer from the
S el tmant Tast Name. CBiG Camsdion Bam P lawyer’s trust account and tells lawyer
2. Claimant Last Name: Blg Canadian Bank o hold back his/her fee

How did you become aware of the claim or potential claim: see below
Has a proceeding been commenced against you: not yet

Does your firm carry excess insurance: no

Area of practice: general litigation

In summary, my practice’s trust account has incurred an unexpected overdraft of approximately
$132,000.00 after, at a purported client’s request, I wired funds to an overseas bank account,
having deposited a cheque that later turned out to be counterfeit. The details are as follows:

Last month I received an email from a party who claimed to reside overseas, and who was
seeking to retain my services in a collection matter. The purported client claimed to

be the payee on a promissory note for $260,000.00, which was alleged to be in default.
The named debtor on the note (a scanned copy of which the “client” forwarded to me via
email) was alleged to be a resident in my city. The purported client instructed me to

make attempts to collect on the note.

As a result of my collection efforts, the purported debtor forwarded to me a cheque in the amount
of $134,768.99. The payor of the cheque was a well-known insurance company, though the cover

nletter was from an intermediary company called The Consultants Partnership. The payment was
alleged to be payment in satisfaction of a claim by the purported debtor against his own
insurance, which the debtor was forwarding in partial satisfaction of the promissory
note debt.

Mistakenly believing that the cheque bore all the indicia of authenticity, I deposited the

cheque into my trust account, and, as I had been instructed, immediately advised my “client”

of my receipt of the funds. My “client” explained that he was eager to receive the funds 4K
nbecause as soon as possible because they were needed to secure a time-sensitive

investment overseas.

My “client” instructed me to wire him, from my trust account, an amount representing the n
amount recovered from the “debtor”, less my fees for my services and disbursements so far and

less a reserve pending further possible litigation. In accordance with these instructions,

on the morning following my deposit of the insurance company’s cheque, I wired to the client

funds in the amount of $132,250.00 CDN.

Four days later, I received notice from my bank, Big Canadian Bank, that my trust account was
overdrawn in the amount of approximately $108,000.00, because the insurance company cheque
forwarded by the purported “debtor” was counterfeit and did not clear in advance of my
wiring of the funds to the “client”.

I contacted local and provincial police, but have been advised that prospects for recovering
the funds are poor.

My trust account, at the time of the fraud, contained $24,250 in funds held in escrow on
behalf of other clients.
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